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National Data Guardian 
Consultation Response  
 

People's medical records have a vital role to play in both informing medical 

research and shaping changes to health and social care services.  

Engagement by the Healthwatch network over the last two years, at both local and 

national level, has shown that the public understand this and are broadly willing to 

share their data as long as the right safeguards are put in place. 

Last year the Secretary of State for Health appointed Dame Fiona Caldicott as the 

new National Data Guardian (NDG) to review use of data in the NHS looking at two 

specific areas in order to build public trust: 

 

1) Data Security 

Developed in conjunction with the Care Quality Commission, this part of the 

review looked at how the NHS should be handling data including issues of 

information governance, cyber security and the sanctions for those who fail 

to adequately protect patient information.    

2) Consent  

This element explored how the health and care sector should secure the 

consent of people to use their data, both for supporting the research and 

development of new treatments and planning how services should be 

delivered in the future in order to improve care.  

 

Over the course of summer the Healthwatch network has been helping to raise 

public awareness of the National Data Guardian’s report and the opportunity for 

people to feed in their views via a formal Government consultation.  

To support this process, we have also been collecting people’s views on some of 

the broad principles behind the proposals through an online Survey Monkey poll 

promoted through the Healthwatch network.  

This document brings together the 147 responses we received between 5 August 

and 7 September. A total of 124 respondents were members of the public, a further 

22 identified as health and social care professionals but responded in a personal 

capacity and 1 individual stated that they were responding in a formal capacity. 

This summary includes a selection of comments to provide a flavour of the 

responses we received. A copy of all the responses can be found in Appendix 2.  
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It is important to note that this piece of work is not a comprehensive 

representation of the views of the public and was not intended to be an in-depth 

research study of the National Data Guardian’s findings. However, it does provide a 

useful snapshot of people’s understanding and opinions on the proposals to help 

shape next steps.   

 

Background to Healthwatch involvement:   

In February 2014 Healthwatch England escalated a series of concerns from the 

Healthwatch network about NHS England's patient data sharing plans, raising 

questions about how the programme would work in practice and the way it was 

being communicated to the public. 

Both NHS England and the Government acknowledged our concerns and agreed to 

halt the programme. However, we have always recognised the potential benefits of 

improved data sharing, both in terms of ensuring services are more joined up for 

patients and to support the research and development of new treatments.   

Over last two years we have therefore been engaging the public in conversations 

around data sharing and working to inform the health and care system's revised 

approach. 

In the Summer of 2015 we published our 10 principles for good data sharing, and in 

December provided a summary of our conversations with the public as evidence to 

the National Data Guardian's review.  

Most recently we published the findings of a national poll of 2,044 UK adults 

conducted in early 2016 which showed: 

 

• Two thirds of people agree that if it can help others they are happy to have 

their data shared. 

• When asked well over a third of people agreed that they already identify 

themselves as 'data donors'. 

• However, they want reassurance that their information will be appropriately 

annonymised and that taking part will not have a negative impact on them.   

• Only 1 in 5 said they feel sufficiently informed about how their data will be 

used, with more than half fearing that they may regret giving permission.   

• People told us they wanted the right to opt-out of data initiatives at any point. 

 

Our conversations with the public therefore suggest that they are broadly in favour 

of their data being used to help the NHS improve.  
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When it comes to people’s experiences of health and care services, many of those 

we have spoken with express their frustration at having to constantly re-tell their 

story because their files cannot be accessed by different parts of the system.  

However, people want to know when and why their data is being used, who will 

have access to it, and that the right safeguards are in place to protect their 

interests.  

 

1. People’s views on data security: 

One of the key findings of the NDG review was that organisations need to give the 

same priority to data security and information governance as they do to clinical 

and financial management. So we asked:  

Q. The proposals recommend that NHS and social care organisations give the 

same level of importance to overseeing data and information management 

as they do for managing their finances and making clinical decisions. Do you 

agree with this approach? 

• 86% said yes 

• 10% said no 

• 4% said don’t know 

Comments: Member of the Public / Health and Social Care Professional 

“There should be a clear audit trail as there is in financial matters” 

“Actually the level of importance should be equal to its clinical decisions 
and greater than its financial decisions. Data security is vital for patient 
privacy and confidence in the NHS and Social Services. The current lack of 
its importance to date, has been demonstrated by the number of security 
breaches reported during the past 2 years.” 

“The consequence of poorly managed data can be disastrous, and should 
sensibly be treated with equivalent regard to the fallout from failure in 
managing finance and clinical decision making. Since poorly managed data 
can contribute to poor clinical decision making, and certainly impact 
finance (indirectly, in terms of unnecessary administrative burden - but also 
directly, in fines from the information commissioner)” 

The NDG review acknowledges that if the NHS and social care services are to 

implement new standards around data handling, staff need to receive appropriate 

support and training. So we asked: 



CONSULTATION  RESPONSE  

                            | National Data Guardian Consultation Response | Page 4 of 9 

Q. How important do you think it is for all NHS and care staff, not just IT 

professionals and managers, to be fully trained in how to keep data safe 

and share information appropriately? 

• 92% said extremely important 

• 4% said somewhat important 

• 2% said moderately important  

• 1% said slightly important  

• 0% said don’t know 

 
Comments: Member of the Public / Health and Social Care Professional 

“People working in health field have access to sensitive data. This should be 
managed with the utmost sensitivity and safety. If data isn't dealt with 
safely it causes massive breach in patient confidentiality and could have 
huge impact on patient and on their future trust of health services.” 

“It may be expecting a lot for non-professionals, especially those on low 
wages, to follow complex procedures.” 

To ensure NHS and social care organisations take notice of the new rules around 

use of data, the review argues the need for more checks by regulators and harsher 

penalties for those found in breach. We therefore asked: 

Q. Do you support the idea of the Government introducing stronger sanctions, 

including possible criminal penalties, for those who fail to adequately 

protect your data or use it inappropriately? 

• 82% said yes 

• 7% said no 

• 11% said don’t know 

Comments: Member of the Public / Health and Social Care Professional 

“Data protection breach can have life changing impact on patients’ ability 
to work with health services. Trust is massive part of patient and health 
services rapport. Without trust this breaks down. So data breach should be 
taken seriously” 

“I would say there is a case dependent in relation to the scale of intention 
and damage involved.” 

“Deterrence works. It's much more important to build the right ‘ethos’ so 
that staff believe it's right to protect data and do it willingly but penalties 
will also emphasis importance.” 
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Summary: 

Overwhelmingly those who responded supported the increased focus on data 

security and information management within the NHS and social care sector.  

Respondents also clearly articulated their desire to see more training and support 

for all staff to ensure they know how to use data appropriately to provide a more 

joined up service whilst also keeping people’s records safe.  

This was backed up by significant support for stronger sanctions against those who 

are found to have breached rules around date use. 

 

2. People’s views on the consent model:  

When commissioning the review the Secretary of State expressly asked the NDG to 

consider the creation of a single question consent model that would make it 

absolutely clear to patients what data about them can be used and in what 

circumstances they would be able to opt out of having their information shared. 

The review suggested that the best option would be a two stage opt-out enabling 

people to choose whether or not their personal data can be used for: 

- Medical research purposes 

- Improving how the NHS runs services    

However, the proposed model means the NHS would be able to share anonymised 

data but strict new rules would be put in place around how this data is used and 

who would have access to it. For example, this data would never be used for 

marketing or insurance purposes. We asked: 

Q. Do you think this approach gives you sufficient choice over how your data is 

used? 

• 52% said yes 

• 36% said no 

• 12% said don’t know 

Comments: Member of the Public / Health and Social Care Professional 

“A reasonable approach.” 
 
“I have a rare condition and think data should be actively being shared – opt 
out is fine so long as default is opt in and as long as people are clearly told 
it will help with medical research. Should be like organ donation – have to 
actively opt out.” 
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“The categories are too broad I would not object to medical research by a 
NHS Organisation but would by a drug firm.” 
 
“1.2 million people opted out of having their identifiable data leaving their 
GP practice. This proposal takes away that right to opt out, and will result 
in massive loss of trust in health professionals. The public, if they actually 
find out, will be outraged.” 
 
“I don’t currently believe ‘anonymised’ data is truly anonymous. I gather 
that so-called anonymising actually still leaves some people open to 
identification by other means. I don’t want ANY of my medical information 
passed to anyone, so-called anonymized or not. I want a full opt out. There 
should be no question of identifiable data being used without express 
permission. It should not be an opt-out matter, but an opt-in one.”      
 

One of the issues that people have made clear to Healthwatch throughout our 
involvement in this issue has been the need to better inform the public about the 
proposals, to make it clear and simple for people how they can opt-out should they 
wish to and to provide ways for them to find out more and ask questions if 
necessary.  
 
We therefore asked: 

Q. In order to opt-out of having your information shared you will be required 

to actively make your wishes known. Which of the following would be your 

preferred option for doing this? (Tick as many as you think should apply) 

• 55% Everyone should be sent a letter with a response form included 

• 49% Via the internet and an online form 

• 37% To discuss in person with your GP surgery 

• 24% None of the above, I am happy for my data to be used by the NHS  

• 16% Other 

Comments: Member of the Public / Health and Social Care Professional 

“All these methods should be available and utilised to ensure that the 
information is communicated to as many people as possible. It is important 
that we learn from the failings of the care.data scheme and constructively 
use the failings to guide us this time.”  
 
“Unlike the previous times where patients had to keep abreast and be 
vigilant for news on what was happening, I would like to see a far better 
organised campaign, over a reasonable timescale, ensuring everyone knows 
what to expect and has time to put in place opt outs if they choose this 
path.”  
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We also asked: 

Q. If you wanted to find out more about data sharing in the NHS and what the 

opt-out options actually mean would you know where to go? 

• 32% said yes 

• 68% said no 

Comments: Member of the Public / Health and Social Care Professional 

“Yes I would find out by googling NHS or go to my surgery.” 
 
“Not at the moment! NHS Choices might be where I’d start. It seems to be a 
choice about the NHS.” 
 
“There should be a decent web presence (website, social media, library of 
resources for all audiences) – and worked examples of how their data might 
be being shared, perhaps even (in the future) actual examples of how their 
data IS being used (i.e. we used the fact that you have asthma in X clinical 
trial or we found in your recent hospital visit that you waited less time than 
anyone else with that kind of condition, so we studied the care pathway and 
shared it). That might be a very effective tool for getting people on board 
with data sharing.”   

 
The express purpose of the NDG review was to start the process of building public 
trust in how the NHS and social care services used people’s data.  
 
As our final question we therefore asked: 

Q. Are you confident the proposals mentioned above will ensure you data is 

used appropriately and that the NHS will be able to keep your data safe? 

• 6% Extremely confident 

• 27% Somewhat confident 

• 25% Moderately confident  

• 20% Not very confident  

• 21% Not at all confident 

• 1% Don’t know 
 
Comments: Member of the Public / Health and Social Care Professional 

“I don’t think anyone can ever be extremely confident about data security. 
If there’s data there’s a risk, but it sounds like the proposals are 
comprehensive and well intentioned. I hope they achieve the policy aims 
which are incredibly sensible and essential.”  
 
“Intensive and regular training would be required, people need to 
understand the importance of these changes and must adhere to them. I’d 
feel more confident if as part of these changes they implemented quality 
checking to ensure this was followed. I would not want this outsourced to a 
third party as I wouldn’t want them accessing my data!” 
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“There have been numerous data security breaches published in the press. 
Even HSCIC the ‘Safe haven’ has had its own problems. Recent revelations 
indicate that NHS Trusts in London have shared 1.6 million patients’ data 
with DeepMind (owned by Google) without patients’ consent. Data sharing is 
a potential income-generation scheme. What safeguards are there that the 
purchasers are ‘safe havens? Who licenses them? Who audits their security 
procedures? Who will monitor the safe destruction of data when research 
and other users no longer need it?” 

 

Summary: 

Respondents had very mixed views regarding the proposed opt out, both about the 

level of choice it offers to people and how confident they are the NHS and social 

care services will be able to keep their data safe.  

The most common questions raised focused on why an opt-out is being proposed 

rather than and opt-in, and what ‘anonymisation’ will actually mean in practice. 

The responses also suggest that people still don’t know where to go to for more 

information and advice about the proposals, with a number of participants calling 

on the Government and the NHS to step up their communications activity.  

Conclusions: 

The proposal put forward by the NDG are broadly in line with Healthwatch 

England’s 10 principles for building public trust in how the NHS and care services 

use data: 

• It clarifies that everyone should have the right to opt out of having their 

personal and confidential data being used beyond their direct care.  

• It also clearly states that patient record data should never be used for 

marketing or insurance purposes. 

• The model provides reassurance for patients that any decision to opt out should 

not impact the quality of care an individual receives.  

• The opt out applies across all health and social care services and people retain 

the right opt back in. The general opt out will also not exclude people from 

providing specific consent for an individual medical trial etc.  

• There are also new safeguards proposed to help protect data when it is being 

used and strong sanctions to discourage people from abusing their access to 

data. 
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However, the responses to our survey highlight a number of key areas which the 

Government and the NHS will need to consider before rolling out any future data 

sharing initiatives:   

• The proposed model no longer allows people the right to opt out of having their 

data shared centrally with NHS Digital. However, a small number of those who 

responded to our online survey questioned whether it was fair to disregard the 

views of the 1.2 million people have already opted out of having their shared in 

this way without explaining why this is necessary or articulating how it will 

actually affect people.  

• The survey comments show clear concern around what ‘anonymisation’ of data 

actually means and the need for more guarantees around precisely how data 

will be anonymised. People also stated they wanted to know exactly what 

information was being shared and with whom, to give them the confidence they 

need that their data is being used appropriately and is properly protected.     

• Timing and information were also two big themes. It is clear that people were 

uncertain where to go to ask questions and where information is provided 

people said it is often over simplified and doesn’t talk about the risks involved. 

Their responses reflected that in order to ensure the broader population 

understands this complex issue then there needs to be a much great focus on 

communications to ensure people have the information they need and make the 

case by highlighting how existing access to data is actually improving the NHS. 


